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Abstract— Organisations are seeking ways to centralize their 
systems and operations. The need for cloud-based Customer 
Relationship Management (CRM) systems is, without a 
doubt, increasing due to many benefits like security by design 
and cost efficiency. However, integrations between CRM 
systems and third-party software may create vulnerabilities. 
This research finds out whether organisations and developers 
are considering security while creating integrations. The 
research includes a case study where organisations and 
developers were asked about their integration security 
expertise and where they think the responsibility of secure 
integrations lies. The research aimed to provide security best 
practices for integration and insight into sharing 
responsibilities between stakeholders. 
Research showed that the size of the organisation and the 
developer's experience correlate with their security 
knowledge. However, results also showed that organisations 
and developers do not focus on integration security as much 
as needed. This research recognised a need for further 
research. 

Keywords- vulnerabilities; integrations; secure 
development; security responsibilities  

1. INTRODUCTION 

Digital transformation is one of the key aspects to providing 
success to modern organisations. Connecting different 
platforms such as social media, cloud technologies, and data 
analytics is something organisations are trying to achieve. 
These days all organisations are facing the need for 
digitalisation of existing and new business models to stay 
competitive [1]. Different cloud-based solutions and 
platforms are often the solutions organisations are seeking. 
Digitalisation provides optimization, better data management, 
and a better customer experience. Rot and Sobinska [1] 
Mydyti et al. [2], and Coltman [3] all highlight that 
digitalisation is one of the key features for organisations to 
reach higher business impact, to stay competitive and provide 
customers experience customers are demanding. 
Customer Relationship Management (CRM) has an ever-
growing role in the modern business world. CRM provides a 
modern framework for a better customer experience. It also 
helps organisations to include customer perspectives better 
into their business model [3]. Alongside CRM, knowledge 
management comes up when considering the key success 
factors of modern organisations [1]. Knowledge management 
needs digital technologies to be effective and to provide good 

results  [1]. When using CRM organisations can get 360 views 
of their business. When conducting all the customer and 
business-related data under one platform, the data is more 
achievable and, therefore, easier to use [1], [3]. 
One such CRM platform is Salesforce. Salesforce is the cloud-
based CRMs that provides cloud services and application 
development. It provides different subplatforms, such as the 
Platform as A Service (PaaS). A benefit of Salesforce is that 
it is cloud-based and provides demand service, offers in-built 
facilities, allows you to access it from anywhere, is cost 
efficient to use and maintain, and is secure [4], [5]. 
Even though Salesforce can tackle most of the organisation’s 
needs, there is also a need for other systems, applications, and 
services for organisations to use [6]. Patel and Chouhan [7] 
bring up the need for integrations from Salesforce to third 
parties to use collected information Salesforce has. For this 
purpose, Salesforce provides a comprehensive application 
programming interface (API) to create integrations between 
Salesforce and other systems, services, or applications. A 
problem in this kind of integration relies on the validation of 
third-party software. 
What happens if integration between Salesforce and 3rd party 
software is made, but 3rd party software is breached? Who is 
in charge of ensuring this type of situation cannot happen? 
Soni and Vala [8] state that application providers are 
responsible for application security. This kind of thinking can 
be seen as “normal” or a common way of shifting 
responsibility for security to the 3rd party. On the other hand, 
Seify [9] brings up that data security level and security policy 
depends on the security policy of the organisation. Every 
organisation using CRM should have some sort of CRM risk 
management [9]. However, sometimes an organisation does 
not have enough security knowledge and they trust that CRM 
is secure itself, so there is no need to validate the 3rd parties, 
and/or they shift security to those in charge of developing their 
CRM. Therefore, there might be a significant problem if a 3rd 
party operator has malicious intentions or is not following 
security standards and precautions. So, the question arises, can 
we rely only on 3rd party operators in matters of security? 
Should we look beyond that and shift more responsibility to 
those who are creating integrations or demanding them?  
Understanding how to create as secure as possible integrations 
between different systems is essential. The need for security 
arises mainly when the system has a large amount of sensitive 
data of customers and businesses. In the modern world, where 
systems and data are becoming a standard for doing and 
managing organisations at all sectors and levels, we need to 
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find proper precautions, methods, and standards to move data 
from one system to another. This research will focus on 
Salesforce, but all the aspects of this research can also be used 
in other data-centralised digital platforms that are integrated 
with other systems, applications, and services. We try to 
answer to questions “How organisations ensure security of 
integrations?” and “Who is in charge if third-party software 
is breached and the system is compromised?” We can 
continue further and set the questions as: 1. Is there mismatch 
between organisations and developers on where they see that 
responsibility lies on? 2. How does Salesforce developers' 
experience affect their ability to take responsibility for 
integration security? 3. How do an organisation's size and 
resources in use affect its ability to take responsibility for 
integration security? 
Even though this research aims to answer some of the 
questions regarding integration security and related 
responsibilities, we recognised the need for further research 
due to the lack of existing research and the shortcomings of 
this research. Also, researching integration security as a bigger 
topic would be needed for all the developers worldwide. 

2. LITERATURE REVIEW 

Due to digitalisation, customer behaviour is changing rapidly. 
A significant player in this change has been social media. 
When individuals spend more time on social media and the 
Internet, their expectations for the services and goods they 
consume change. Organisations must participate in this 
development and move towards digital and customer-centric 
solutions. If one organisation is not working in line with 
customer's standards, the Internet makes it easy to find 
organisations. These competitors can come from anywhere in 
the world; therefore, because of digitalisation, organisation's 
need to start seeing all similar organisations as their potential 
competitors. [10].  

2.1. Customer Relationship Management 

Customer Relationship Management (CRM) often comes up 
when discussing modern organisation digital transformation. 
Coltman [3] sees CRM as a platform that is an embedded 
strategic tool. CRM brings all the modern aspects of the 
customer-, operational- and data management into the use of 
organisation. In the past, CRM focused more on using 
technologies and software to enable a good customer 
experience and relationship with the customers. These days 
CRM is seen to be more about the experience, which means 
utilising engagement with the customers to provide the most 
value. This can mean engaging existing and new customers or 
creating interactive and fun customer experiences. Creating a 
forever-lasting partnership with each customer is something 
organisations are aiming to achieve. [11].  
Williams [11] states that having a solid customer strategy is a 
significant part of developing a CRM framework. Because 
CRM is more than a technical tool or platform, organisations 
need a comprehensive strategy on how and to what extent they 
will implement customer relationship management into their 

organisation. Customer strategy includes customer portfolio 
management, segmentation, and segment strategy. Customer 
portfolio management quantifies the value customers bring to 
the organisation, the scale of investments to each customer, 
and steps to achieve set goals. Segmentation means 
understanding customers, their needs, and expectations for the 
organization's goods and services. Segment strategy, 
therefore, means how the organisation executes accordingly 
aspects that were brought into the light. [11]. 
CRM is something that organisations need to take care of. 
CRM provides necessary data and metrics for the decision 
makers to refine business models and get a higher business 
impact for their business decisions [3]. In this research, we are 
looking into one of the leading CRM platforms, Salesforce. 
Spremić and Šimunic [12] state that CRM data security should 
not only be the responsibility of IT sector in an enterprise, but 
rather, the business infrastructure should be defined in a 
manner that integrates data security as a default mechanism. 
He and Zhang [13] emphasize that to increase cyber security 
in enterprises and within their CRM systems, it is necessary to 
implement awareness programs for employees and minimize 
security fatigue. Aldawood and Skinner [14] note also for 
increasing employee awareness regarding data security social 
engineering. Aboelfotoh and Hikal [15] state that enterprises 
have to implement data security systems for detection, 
analysis, and defence of threats. They also emphasize revival 
from the cyber attacks. Wang  and  Wang [16] point out 
platform vulnerabilities and risks of third party data control. 
Soltani and Jafari [17] consider cyber security of the 
integrated systems, such as CRM from the information 
gathering, analysis, evaluation, risks, recovery, and 
maintenance point of view. Bakator [18] presents a model that 
provides an overview on how CRM data security challenges 
can be addressed. However, all these papers consider 
improvement of CMR through data security. None of them 
consider third party system integration to CRM as a whole. 
Stewart [19] shows that security best practices during 
application development to CRM systems have a significant 
influence on applications created in regulated environments. 
The paper assumes implicitly that application developers take 
major responsibility in application development. We note that 
the applied best practices need all the integration participants 
views and acceptance leading to the shared security 
responsibilities.  
Backes [20] consider inclusion of apps with third-party 
libraries on Android. Third-party libraries have been shown to 
be security and privacy hazards by adding security 
vulnerabilities to their host apps or by misusing inherited 
access rights. The paper proposes a library detection technique 
that is resilient against common code obfuscations and is 
capable of pinpointing the exact library version used in apps. 
The authors approach software integration from zero-trust 
point of view. The problem area different the one we are 
considering but it is analogous to third-party application 
integration to CRM platforms.  
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Kham [21] note that majority of agile software development 
security challenges reported in literature, occurred due to lack 
of involvement of security expert. For our research case this 
means that security challenges are mainly in the development 
side.  
Neha [22] writes that Salesforce, like most cloud service 
providers, uses the shared responsibility data security model, 
which means that while Salesforce is responsible for 
maintaining the security of the cloud, organizations using 
Salesforce are responsible for maintaining the safety of data 
in the cloud. Neha [22] also note that APIs are one of the most 
common channels for attacks on data. Therefore, while 
Salesforce makes life easy for its users through the wide-range 
integration of apps, it also leaves users’ data vulnerable. 
Regulating APIs is the best way to ensure that they do not pose 
a threat. This can be done by keeping regular tabs on the 
activities of the API through auditing, creating an integration 
user for every API that accesses your data, setting strict rules 
for their access permissions, and using the whitelisting feature 
to determine which apps can integrate with your system. This 
share security challenges in third party apps integration cases 
to the Salesforce as an API designer and maintainer and third 
party apps developers.  

2.2. Security development 

Because we do not have a lot of literature about integration 
security, we need to look more into software security. There 
is much more literature and standards about software 
development, and because integrations belong under software 
development, we chose to take this approach.  
Software security is becoming increasingly recognised and 
organisations and developers are starting to act towards 
securing information and software. Common attack vectors 
related to the software are Cross-Site Scripting (XSS), 
Structured Query Language (SQL) injection, and buffer 
overflow exploitation. In these cases, information is often 
compromised, and the organisation and its data integrity are 
violated. Even today, these attacks are still approached mainly 
by responding and reacting to the attack. In Secure 
Development Lifecycle (SDL), vulnerabilities are software 
security flaws that an attacker has been able to manipulate. 
[23].  
Security of integrations cannot be only about reacting and 
responding to the attack; more than that, it needs to be 
considered at every stage of integration creation. Let's take a 
look at SDL, secure software development framework 
(SSDF), Building Security In Maturity Model (BSIMM), and 
OWASP Software Assurance Maturity Model (SAMM) to 
understand how security vulnerabilities could be managed 
during the creation of integration. 
Creating secure integrations should be the intent of all parties. 
SDL is a set of practices that help to reduce the number of 
vulnerabilities in software.  SDL strongly relates to the generic 
software development lifecycle (SDLC). SDL principles were 
initially created by Microsoft (MS SDL). Microsoft [24] 
describes twelve practices developers should follow. 

However, we have started seeing new approaches and models 
to SDL over the years. SDL follows a development 
framework and extends security as a part of all the different 
stages in an SDLC. [23]. 
A secure software development framework (SSDF) is a 
collection of secure software development documentation 
from organisations like BSA OWASP and SAFEcode. SSDF 
version 1.1 was released in early 2022, and NIST has plans to 
improve and evolve it further. SSDF follows in the same 
footsteps as SDLC with few addons; therefore, it should be 
integrated with SDLC implementations. The aim of SSDF is 
to reduce vulnerabilities in the developed software. SSDF is 
also seen to help security management and -communication 
because it provides a common language for describing secure 
software development practices. [25].  
Building Security in Maturity Model (BSIMM) contains 12 
practices organized into four domains [23]. These 12 practices 
are strategy and metrics, compliance and policy, training, 
attack models, security features and design, standards and 
requirements, architecture analysis, code review, security 
testing, penetration testing, software environment and 
configuration, and vulnerability management. BSIMM [26] 
report brings up security tendencies related to secure software 
development. The report includes activities and trends from 
128 organisations.  
OWASP [27] software assurance maturity model (SAMM) 
provides a way to analyse and improve SDL. OWASP SAMM 
is an open framework, and it is an evolutive and risk-driven 
model. The model contains five business functions which are 
each split into three practices. The first business function is 
Governance, and it has the following security practices; 
strategy and metrics, policy and compliance, education, and 
guidance. Next up is Design, this business function contains 
threat assessment, security requirements, and security 
architecture. The third business function is Implementation 
which splits into secure build, secure deployment, and defect 
management. Following that comes Verification. Verification 
business functions subcategories are architecture assessment, 
requirements-driven testing, and security testing. Lastly is 
Operations, which includes incident management, 
environment management, and operation management. [27]. 
The strength of OWASP SAMM lies in its 
comprehensiveness. The model also takes a stand on the 
different responsibilities of different actors. Governance is 
more an organisations responsibility to implement and share. 
The responsibility of Design also lies in organisation. 
OWASP [27] states that under a design, security requirements 
bring up how to ensure that third-party or supplier needs to be 
evaluated. This also includes that in the agreements between 
organisation and third-party organisational requirements for 
security needs to be present.  
Implementation highlights the responsibility of developers. 
This part contains practices about documentation, 
development patterns, development process, and metrics and 
tracking. Verification is all about assessment and testing [27]. 
Testing should be done by developers, organisations, and 
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external sources, and it should be done at all levels and stages 
of the development process. Operations is described as a joint 
effort, but the responsibility of it lies in organisation. How to 
manage incidents and which kind of incident response 
processes there is in place are questions organisations need to 
have the answer to. Developers need to continuously patch 
and update applications whenever vulnerability arises. On an 
operational level the documents and policies concerning 
security and data protection need to be kept up to date. The 
responsibility of these organisation-wide documents lies in 
organisation and they need to follow current laws and 
standards. [27]. 
 
3. INTEGRATIONS IN SALESFORCE 

Force.com provides a wide variety of tools and concepts to 
create integrations. For example, you can create integrations 
using code or pre-created AppExchange packages. At the 
AppExchange, there is a section for integrations. This section 
has 200 different integration apps. For example, Patel and 
Chouhan [7] found an existing package containing 
integration between Salesforce and Twitter from 
AppExchange, which they used in their research.  
Salesforce integrations can be split into architecture, 
capability, and pattern types. Salesforce has integration 
architecture which consists of three different types. Point-to-
point integration means a one-to-one relationship with 
Salesforce and another system where those two systems 
communicate through messages. Hub-and-spoke integration 
means an integration type where a centralised hub system is 
in charge of communication between systems. Hub in this 
kind of integration is in charge of routing traffic between 
systems. The third integration type is enterprise service bus 
integration (ESB). ESB is the next generation of hub-and-
spoke integration. ESB, like hub-and-spoke, has a centralised 
connector in charge of routing traffic between systems. The 
difference is that in ESB, this centralized connector is an 
integration engine that can be used to create these 
connections between systems. A significant benefit of ESB is 
that it offers capabilities to improve integration security. With 
ESB, for example, one could create authentication and 
authorization inside the integration. [28].  

4. SECURITY OF INTEGRATIONS 

This research aims to show how security responsibilities are 
split between stakeholders regarding Salesforce integrations. 
Integration's role for organisations is an essential part of 
modern information technology infrastructures. 
Organisations are often forced to use outsourced developers 
due to the high demand for developers or the cost-efficiency 
it can provide. The importance of this research comes from 
the lack of literature on integration security. There can be 
found publications on security aspects and related to 
integrations, but not publications that cover them both in the 
same context. This creates a need for further research to give 
tools for organisations and developers to ensure the security 

of integrations. Another thing is that because Salesforce is 
seen as secure itself, Salesforce developers and organisations 
might be relying on Salesforce for integration security. 
Salesforce indeed provides a different set of capabilities to 
ensure information security also in integrations. However, 
many attack vectors and vulnerabilities still need to be taken 
care of. Common attack vectors related to the software are 
compromised or weak credentials, insider threats, missing or 
weak encryption, misconfigurations, back door 
vulnerabilities, Cross-Site Scripting (XSS), Structured Query 
Language (SQL) injection, buffer overflow exploitation, and 
third and fourth party vendors.  
This research tries to find correlations between organisations' 
size and security knowledge. Salesforce survey conducted for 
developers aims to find correlations between experience in 
years and security knowledge. Findings from the developer 
and organisation surveys are then examined to determine 
whether there is a mismatch between responsibilities. 
Salesforce survey for Mulesoft developers mainly highlights 
good practices integration frameworks can offer. 
The main goal of this research is to highlight best practices 
for the organisations and for the Salesforce developers to 
cover the security aspect of integrations better. The research 
contains empirical case study which focuses three analyses of 
three different surveys with different focus groups. These 
focus groups are Salesforce developers, organisations, and 
Mulesoft developers. The survey for Mulesoft developers 
provides more insight into one of the world’s leading 
integration platforms and the security implications we can 
learn from them. 
The case study is created for this research because it looks 
into the phenomenon within its real-life context [29]. In this 
research, it means that the phenomenon this research 
investigates is integration security, and the real-life context is 
how integration security is ensured in Salesforce integrations. 
This research can be seen as using both embedded and 
holistic approaches. Organisations are examined with an 
embedded approach because research explores different 
organisations using Salesforce. Salesforce developers and 
Mulesoft developers can be examined with a holistic 
approach. This can be seen in a way that each developer 
works with Salesforce and creates integrations in a Salesforce 
context. The only way differencing developers is their 
background and how they are creating integrations. An 
empirical case study works well for this research because it 
typically uses surveys to describe and explain the 
phenomenon. Typically, these surveys are conducted 
quantitatively or numerically. This research uses mainly 
numerical questions to make responding to the survey as fast 
as possible. Results are then described in a quantitative 
research manner. Although it is essential to point out that this 
study can be called more “context specific”, it speaks more 
directly to industry needs rather than uses formal methods 
[29]. Bass et al. [29] bring up that, like in this research, a 
small sample of the organisations and developers can create 
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biased results. With a small sample, it is also hard to 
generalise findings, so the descriptive approach is justified.  
 
5. IMPLEMENTATION OF THE SURVEY 

All the surveys were structured in a way that they were fast 
and easy to answer. All background questions were multiple 
choice questions. Integration and security questions were 
primarily using rating scale questions, except in Salesforce 
survey for organisations there were also some open-ended 
questions. Responsibility question was made using matrix 
and best practice question with multiple choice. Multiple 
choice questions had scale from 1 to 6 where 1 = Strongly 
disagree, 2 = Disagree, 3 = Somewhat disagree, 4 = 
Somewhat agree, 5 = Agree, and 6 = Strongly agree. 
An idea for survey creation was to get three types of 
information; background information, integration and 
security knowledge and practices, and a view of how 
responsibilities should be distributed. The question about 
responsibility distribution and best practices is the same in all 
surveys. The question about responsibilities goes as follows: 
"When creating integrations, there are different stakeholders 
involved in the process. Rate each stakeholder's role when 
making integration secure. (1 = Main responsibility, 2 = 
Some responsibility, 3 = Little responsibility, 4 = No 
responsibility)”. Question about best practices forces 
respondents to choose the three most valuable ways to ensure 
Information Security when creating integrations. These 
options are presented in Table 1. 
 

Table 1. Options of the best practices in the surveys. 
Using solutions found from AppExchange 
Creating own set of validations 
Creating support ticket to Salesforce 
Asking about the security from a third-party software provider 
Auditing security of third-party software 
Extensive testing 
Searching best practices 
Encourage organisations using Salesforce to take care of it 
Monitoring integrations 
Option to describe other than any of the following 

 
Salesforce survey for developers consist of background 
questions and integration and security questions. Background 
questions consist of the following parts: type of employer, 
Job title, Salesforce experience, information technology 
experience, number of integrations within Salesforce and 
outside of Salesforce context person has created and what 
percentage of Salesforce-related integrations have been made 
using integration platform, such as Mulesoft. 
Integration and security questions consist of the following 
parts: importance of integrations, integration security in 
Salesforce, knowledge about integration security threats, and 
how to ensure security of integrations. 
Salesforce survey for organisations also consist of the 
background questions and integration and security questions. 
Background questions include: size of organisation, 
Salesforce experience in years, and amount of Salesforce 

users and in-house developers. Integration and security 
questions were divided into three categories: Information 
Security Policy (ISP), information security responsibilities in 
the organisation and integration security. ISP questions were 
as follows; the existence of ISP and how integration security 
is mentioned. Question-related to information security 
responsible in the organisation was split into two questions; 
Is there such personnel, and what is that individual's role in 
ensuring the security of integrations? The last three questions 
in this section related to integration security were about 
whether organisations do integrations in-house, using 
partners, or both, best practices used to ensure integration 
security, and how the organisation ensures that partners 
follow security precautions while creating integrations. 
Salesforce survey for Mulesoft developers consists of similar 
questions than to Salesforce survey for developers, with the 
difference that questions were related to the Mulesoft context 
rather than the Salesforce integration context. In the end, 
there was also one extra question: were Mulesoft developers 
a chance to describe the benefits Mulesoft provides related to 
information security?  
 
6. RESULTS AND DISCUSSION 

6.1. How organisations ensure security of integrations?  

Almost all organisations have some ISP. One smaller and one 
medium organisation did not have such a policy. Large 
organisations were the only group where all organisations 
had information on some ISP. Large organisations also more 
likely than not have chief information officer and other 
formal security manager roles (CISO, CIO, Security 
manager). In small and medium size organisations, a person 
in charge of information security seems to have multiple roles 
where security is one of many. Study shows that the size of 
the organisation clearly affected how clear and formal the 
security role organisation has. Smaller organisations have 
more generic security roles where the responsibility of 
security is whether one of the roles or, in some cases, it is one 
of the tasks the person has alongside other tasks. In larger 
organisations, an assigned person is in charge of security, and 
their primary role is to ensure information security as a 
whole. Job titles of such persons are often CIO or CISO. The 
study shows a clear correlation between size and formality of 
the person in charge of security in the organisation. 
All organisations with an ISP state that they are not directly 
covering integration security in the information security 
policies. Larger organisations tend to have wider ISP and 
seem to include aspects of integration and information 
security better than smaller ones. Only one small organisation 
covers data security and processing in their ISP.  
Organisations, most importantly, need to ensure that they 
have an information security policy which includes 
integration security and that ISP is followed by everyone. 
One way to approach this is to include the CRM security 
management system (CRM-SMS) in the ISP or have it as a 
separated document [9]. With CRM-SMS, organisations will 
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have a clear idea of their Salesforce infrastructure security 
and the security level it has. CRM-SMS should be in line with 
ISP, and when done properly, it will also include an 
integrated security management aspect in the Salesforce 
context. 
Organisations have different levels of knowledge of what 
comes about integration security. There is also a significant 
difference seen between organisations that are large in size 
than in smaller organisations. It also seems that there is a 
strong correlation between integration security knowledge 
and recognising different vulnerabilities integrations create. 
Also, the number of in-house Salesforce developers affects 
the organisation's integration knowledge level. Organisations 
of all sizes have a better understanding of how to implement 
information security on integration creation than they have of 
threats that integrations create. These should be well 
understood in all organisations because all the integration 
implementations should ensure that these threats are covered. 
This should be something for the organisations to include in 
their ISP so that it is easier to point out to developers what 
kind of threats need to consider.  
Organisations approach the creation of integrations 
differently. Many organisations rely on partners, some have 
internal developers to implement integrations, and especially 
larger organisations use both. Pretty much all organisations 

think that integrations are an essential part of Salesforce. 
However, there was a slight indication that in the smaller 
organisations, which were more likely to use partners, the 
importance of integrations was higher than in larger ones.  
When creating integrations, there are also laws, regulations, 
and standards that organisations need to follow. 
Organisations are responsible to follow these precautions. 
Organisations are also the one that is accountable to their 
customers and clients if the information is leaked or 
integrations are not created by following laws and 
regulations. With NDAs and other agreements, organisations 
can shift responsible towards partners and developers, but in 
case of a breach, the public opinion will most likely be that 
organisation is responsible. This implies that organisations 
need to take ownership of the integrations and ensure that 
everyone creating integrations to the Salesforce instance is 
following security best practices. The study conducted for 
this research shows that organisations see themselves to have 
the highest responsibility for making integrations secure.  
There are two tables, Table 2 and Table 3 created from the 
responses to the Salesforce survey for organisations. These 
tables represent average scores of responses. There are table 
for size of organisation categorisation and for Salesforce 
experience in years categorisation. Both tables are divided by 
the grouping of each categorisation.  

 
Table 2. Responses related to integration security knowledge using size of organisation categorisation. 

 
 

Table 3. Responses related to integration security knowledge using years of Salesforce experience categorisation. 

 
 

Table 4. Responses related to responsibilities using size of organisation categorisation. 

 
 

Table 5. Responses related to responsibilities using years of Salesforce experience categorisation. 

 
 
 

6.2. How developers ensure security of integrations? 

There is a clear correlation between the IT experience and the 
number of integrations made. However, interestingly there 

was not as much correlation between Salesforce experience 
and Salesforce integrations people have made. This shows that 
those who create Salesforce integrations are not often the most 
experienced Salesforce professionals. However, those who 
have created a lot of (more than 10) Salesforce integrations 
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have, with few exceptions, at least 4 to 10 years of IT 
experience. Another thing to highlight is that those who have 
created more than 10 Salesforce integrations have created at 
least 11 to 30 integrations. 
Like excepted, experience and amount of integrations 
individual have created correlate with the security knowledge. 
Those who have 1 to 3 years of experience somewhat 
disagreed that they are aware of security threats related to 
Salesforce integrations. They also somewhat disagreed on 
whether they knew how to create secure integrations.  
The second group, those with an average of 4 to 10 years of 
experience, saw they somewhat disagreed on knowing 
different security threats integrations have. Although this, 
they were rated on the high end of the scale, whereas the group 
containing 1 to 3 years of experience was at the low end, 
almost disagreeing. 4 to 10 years of experience group thought 
that even though they did not understand all the different 
threats, they felt capable of creating secure integrations. 
10 to 20 years of experience was interestingly most awakened 
on integration security matters. By looking into their averages, 
they thought they somewhat agreed by knowing the different 
threats integrations face. They also agreed that they know how 
to create secure integrations. This group contained the highest 
percentage of respondents that are using integration platforms. 
In addition, 55% have created at least 76%, and 10% 
approximately a fourth of the integrations using some 
integration platforms. This alone highlights a correlation 
between integration security knowledge and using integration 
platforms to create integrations. With more than 20 years of 
experience group somewhat agreed that they understand 
different security threats related to integrations and had a 
similar average on creating secure integrations. 
Against presumptions, the most amount of experience did not 
completely correlate to the security knowledge. The group 
that seems to have the highest level of integration security 
knowledge is, in fact, the group where participants have 10 to 
20 years of experience.  
All groups agreed that information security needs to be 
considered while creating integrations. However, only the 
group containing participants with 1 to 3 years of experience 
barely agreed with the statement. Other groups, including 
Mulesoft developers, were closer to strongly agreeing than 
somewhat agreeing. 
When looking at integration security knowledge with the 
amount of created integrations point of view, the results show 
a similar correlation to years of experience. Those who have 
created less than 5 integrations are somewhat disagreeing that 
they know different integration security threats and how to 
create secure integrations. Groups where participants have 
created 6 to 10 or 11 to 50 integrations somewhat agree on 
both statements. Those who have created more than 50 
integrations and Mulesoft developers somewhat agree on 
knowing different integration security threats and how to 
create secure integrations. 
Developers are in charge of creating integrations. Because 
developers have the knowledge and skills to create 

integrations, it should also be their responsibility to create 
integrations by following security standards and best 
practices. Part of being a developer is to make sure that 
knowledge is not outdated. Developers should follow security, 
especially Salesforce integration security-related publications 
and guidelines, to keep up with the security standards. 
Salesforce provides excellent tools and features which can add 
to the security of integrations. All developers that create 
Salesforce integrations should know how to implement these 
tools and features on the organisation's Salesforce instance. 
How to manage the integration of users and profiles? How to 
monitor integrations? What is the level of access each 
integration needs, and how it controls that integration has 
access only the data it needs to be able to? These are questions 
developers need to have answers to. It is essential to 
understand that developers need to take main responsibility 
for the Salesforce integrations even though there are no 
agreements or discussions about security from the 
organisation's side. Organisations and Salesforce partners 
need to ensure that there is proper support for the developers 
to create security within their integrations. 
Those with more than 20 years of experience seem to rely less 
on auditing the security of third-party software than other 
groups. However, they rely more on monitoring integrations 
and creating their own set of validations.  
Group 1 to 3 years of experience most selected choice was 
auditing security of third-party software, and extensive 
testing, encourage organisation using Salesforce to take care 
of it, and searching best practices were tied to second place. 4 
to 10 years of experience group had auditing security of third-
party software and extensive testing tied on a first place, and 
monitoring integrations on a third place. 10 to 20 years of 
experience group had auditing security of third-party software 
and searching for best practices in the first place, and 
monitoring integrations in a third place. More than 20 years of 
experience group had monitoring integrations first, extensive 
testing second, and creating its own set of validations and 
searching best practices on third place. With Mulesoft 
developers auditing security of third-party software and 
extensive testing got first place, and monitoring integrations 
and following MuleSoft’s designing and building patterns 
were in third place. 
Results show that developers are pretty much in the same 
place on what comes to ensuring the security of integrations. 
We saw few differences in the responses, but overall, the 
responses were in line between different groups and 
categorisations. Best practices for the developers include 
security knowledge about common threats on Salesforce 
integrations, design patterns to ensure secure development, 
and ensuring that every Salesforce integration is monitored 
and tested. The biggest challenge for the developers is that 
they usually work under a deadline, and there is not enough 
time for security and extensive testing.  
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6.3. Responsibilities 

Table 4 and Table 5 show how the responses were split with 
each categorisation and groups. When taking a look on how 
organisation’s see responsibilities there is clear indication 
that organisation’s think that they themselves have the 
highest responsibility. By taking a look on averages how 
organisations rated each stakeholder we see that Corporate 
Information Security (CIS) was ranked having most 
responsible. Organisation using Salesforce and partner, or 
system integrator were tied to the second place. These all 
were ranked to have main responsibility on creating secure 
integrations. Fourth were Salesforce having overall ranking 
as main responsible at a slight margin. Developer was fifth 
and at the last place were third-party software provider. 
Developer and third-party software provider was seen to have 
some responsibility. It is important to point out that when 
considering on an overall average all stakeholders had greater 
score than 2.5 on a scale 1 to 4. Therefore, it is safe to say 
that all the stakeholders highlighted were seen to have at least 
some responsibility what comes to creating secure 
integrations. 
There were some exciting results when looking at how 
developers see different stakeholders' responsibilities on 
integration security. With less experience, the individual is 
more likely to see that most of the different stakeholders are 
mainly responsible. For example, a group containing 1 to 3 
years of experience thought that five out of six different 
stakeholders have main responsibility. In other groups, the 
number of stakeholders having main responsibility was four, 
and with Mulesoft developers, it was two.  
All groups agreed that developers have the main 
responsibility for what comes with creating secure 
integrations. Fewer integrations individual has made it more 
likely they think that the main responsibility lies on 
organisations. With years of experience, those who have 1 to 
3, 10 to 20, and more than 20 years of experience think that 
organisation has the main responsibility. Other groups, 
including Mulesoft developers, think that the organisation 
has some responsibility.  
Third-party software providers' responsibility was seen as the 
main responsibility of only those who have created 10 or 
fewer integrations or 10 or fewer years of experience. Others 
saw that third-party software provider has some 
responsibility. Interestingly while other groups thought that 
Salesforce had some responsibility, only in the group where 
individuals have 1 to 3 years of experience Salesforce was 
seen to have the main responsibility. In this group, 86% of 
respondents thought that Salesforce had the main 
responsibility. This indicates that those with less experience 
think that the platform provider, in this case, Salesforce, is 
responsible for ensuring the security of integrations. Those 
who have created 10 or fewer integrations agreed that the 
main responsibility lies in Salesforce, even though the result 
was not as straightforward as within 1 to 3 years of 

experience group. The rest of the groups in both 
categorisations thought that Salesforce had some 
responsibility.  
Corporate information security (CIS) was seen to have the 
main responsibility. Only Mulesoft developers thought that 
this was not the case, and they saw CIS as having some 
responsibility. Lastly, when analysing results on how 
responsible partner or system integration was seen to be, 
there was a clear indication that it is seen to have main 
responsible. Interestingly, only one group thought that 
partner or system integrator does not have the main 
responsibility. This group contained those who have 1 to 3 
years of experience. They thought that partners or system 
integrators had some responsibility. These are interesting 
results because all but one respondent in this group worked 
for a Salesforce partner. The one in this group working for an 
organisation using Salesforce see that the partner or system 
integrator has the main responsibility. 
 When looking at the average scores of each group in 
experience categorisation, all groups except 1 to 3 years of 
experience think that developers are the most responsible 
stakeholder out of everyone else. A group of respondents 
with 1 to 3 years of experience think that Salesforce is the 
most responsible stakeholder. There is a clear correlation 
between experience and the amount of integrations individual 
has created and how they see the responsibility of third-party 
software provider and Salesforce.  
This study shows that organisations and developers see 
themself to be the most responsible stakeholder in making 
integrations secure. This is a good result because it implies 
that both sides of the coin are taking ownership of the 
security. Ilmarinen and Koskela [30] argued that security is 
everyone's responsibility. It does not matter whether you are 
an organisation's security personnel, developer, or user you 
need to make sure that you are not the weakest link.  
One thing this research did not cover is how 3rd party software 
providers see their responsibility. Both organisations and 
developers thought that 3rd party software providers had some 
responsibility. It would be interesting to compare third-party 
software providers' thoughts on where they see the 
responsibility lies. 

6.4. Best practices to ensure integration security 

Table 6 shows how the best practice answers were split. There 
were 11 different answers chosen between all different groups 
and categorisations. Auditing third-party software security, 
extensive testing, monitoring integrations, and searching best 
practices made a clear top four on the list with both 
categorisations. With the different categorisations, there were 
almost no differences between the two. When looking at 
different groups, there were some interesting differences. 
Most interesting is that 43% of those belonging to the group 
where individuals have 1 to 3 years of experience, and 44% of 
those who have created less  
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Table 6. How best practices are split. 

 

than five integrations, thought that encouraging organisations 
using Salesforce to take care of the security was one of the 
three choices.  Those with more than 20 years of experience 
seem to rely less on auditing the security of third-party 
software than other groups. However, they rely more on 
monitoring integrations and creating their own set of 
validations than other groups.  
Group 1 to 3 years of experience most selected choice was 
auditing security of third-party software, and extensive 
testing, encourage organisation using Salesforce to take care 
of it, and searching best practices were tied to second place. 4 
to 10 years of experience group had auditing security of third-
party software and extensive testing tied on a first place, and 
monitoring integrations on a third place. 10 to 20 years of 
experience group had auditing security of third-party software 
and searching for best practices in the first place, and 
monitoring integrations in a third place. More than 20 years of 
experience group had monitoring integrations first, extensive 
testing second, and creating its own set of validations and 
searching best practices on third place. With Mulesoft 
developers auditing security of 3rd party software and 
extensive testing got first place, and monitoring integrations 
and following Mulesoft's designing and building patterns 
were in third place.  
Results show that developers are pretty much in the same 
place on what comes to ensuring the security of integrations. 
We saw few differences in the responses, but overall, the 
responses were in line between different groups. 

7. CONCLUSIONS 

Organisations are forced to take digital leaps to stay relevant. 
This makes many organisations search best-suited customer 
relationship management system to add to their information 
technology infrastructure. This research went through features 
that create Salesforce's security. Cloud computing 
infrastructure with all the typical security features and the 
Salesforce platform's security controls provide a layer of 
security for organisations. However, integrations can create 
vulnerabilities. At Salesforce, integrations are commonly 
either processing and providing information for the 3rd party 
software or taking data to form 3rd party sources and storing it 

into Salesforce. If the 3rd party software is exploited the 
malicious actor can violate the confidentiality and integrity. 
The research included a study where, Salesforce developers 
and Mulesoft developers were asked about integration 
security and responsibilities related to the integration security. 
The studies show that all parties are taking ownership of 
ensuring security. By looking at results conducted with the 
studies, we can see that small organisations' Salesforce 
integrations made by inexperienced developers are the most 
vulnerable. Another key finding was that organisations do not 
have integrations included in their ISP. Those organisations 
that do not have ISP at all should create one.  
This research brings up guidance and best practices on 
ensuring the security of integrations. Organisations of all sizes 
and developers from inexperienced to experienced should 
ensure that these considerations are understood. We also 
recommend that all developers and development teams should 
implement SDL model into their development processes to 
follow industry best practices developing secure software.  
The major drawback of this research was the sample size. It 
means that results cannot be generalised. There were also 
design flaws in the survey. Questions about responsibilities 
should have been created so that differences between 
stakeholders would have come out more clearly. Without a 
doubt there is need for further research.  
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